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Company
introduction
Profile

RDSlab S.r.l. It operates internationally in the design,
development and sale of products, solutions and IT
services, with a special focus on Big Data, traffic data
management, and communications security.
RDSlab has also developed a specific experience in the
creation of systems for the acquisition, management
and analysis of transaction data in ‘Law Enforcement’
applications.

History

Over 20 years of experience of its specialists in the
different fields of Software Engineering.
Customers acquired in multiple market segments (Telco,
Law Enforcement, Finance, Infrastructure).
Experience in the development of complex systems (eg
design, implementation and start up of a satellite TV
management platform).
Territorial presence in Italy, USA, Brazil.

The Past:
OnPrem infrastructure
• On-premise infrastructure refers to data located
physically in the confines of an organization’s data center.
• On-premises software is installed and runs on computers on the
premises of the person or organization using the software.
• The infrastructure is maintained at the premises of the organization.
This directly means requirement of additional maintenance
personnel for server management.
• Resources are deployed in-house and within an enterprise’s IT
infrastructure. An enterprise is responsible for maintaining the
solution and all its related processes.

• On-premise software requires licenses or a copy
of the software to use it.
• On-premises software is more expensive than
on-demand or cloud software.
• It requires in-house server hardware, capital
investment in software licenses, in-house IT support
staff and longer integration periods.
• On-premises software is considered more secure,
as the entire instance of software remains on the
organization’s premises

The Present:
Cloud Evolution
• Cloud computing is the on-demand availability of
computer system resources, especially data storage
and computing power, without direct active
management by the user.
• Data centers are available to many users over the
Internet. Large clouds, predominant today, often have
functions distributed over multiple locations from
central servers.
• Private cloud is cloud infrastructure operated solely for
a single organization, whether managed internally or by
a third party, and hosted either internally or externally.
• Private cloud project requires significant
engagement to virtualize the business environment,
and requires the organization to reevaluate decisions
about existing resources.

• It can improve business, but every step in the project
raises security issues that must be addressed t prevent
serious vulnerabilities.
• Self-run data centers are generally capital intensive.
• Private cloud have a significant physical footprint,
requiring allocations of space, hardware, and
environmental controls.
• These assets have to be refreshed periodically,
resulting in additional capital expenditures.
• They have attracted criticism because users still have
to buy, build, and manage them and thus do not
benefit from less hands-on management.

The Present:
Cloud Evolution
• Public Cloud is defined as when the services are rendered over a network
that is open for public use.
• Public cloud services may be free.
• Technically there may be little or no difference between public and private cloud
architecture, however, security consideration may be substantially different for
services (applications, storage, and other resources) that are made available by a
service provider for a public audience and when communication is effected over
a non-trusted network.
• Public cloud service providers like Amazon Web Services (AWS), IBM, Oracle,
Microsoft, Google, and Alibaba own and operate the infrastructure at their data
center and access is generally via the Internet. AWS, Oracle, Microsoft, and
Google also offer direct connect services called AWS Direct Connect, Oracle
FastConnect, Azure ExpressRoute, and Cloud Interconnect respectively, such
connections require customers to purchase or lease a private connection to a
peering point offered by the cloud provider.

• Hybrid cloud is a composition of a public cloud and a private environment, such as
a private cloud or on-premise resources, that remain distinct entities but are
bound together, offering the benefits of multiple deployment models.
• Hybrid cloud can also mean the ability to connect collocation, managed and/or
dedicated services with cloud resources.
• A hybrid cloud service crosses isolation and provider boundaries so that it can't be
simply put in one category of private, public, or community cloud service.
• It allows one to extend either the capacity or the capability of a cloud service, by
aggregation, integration or customization with another cloud service.

• An organization may store sensitive client data in house on a private cloud appli
cation, but interconnect that application to a business intelligence application
provided on a public cloud as a software service.
• Hybrid cloud adoption depends on a number of factors such as data security and
compliance requirements, level of control needed over data, and the applications
an organization uses.
• Hybrid cloud is one where IT organizations use public cloud computing resources
to meet temporary capacity needs that can not be met by the private cloud. This
capability enables hybrid clouds to employ cloud bursting for scaling across clouds.

On-Prem - Cloud
Pros & Cons

On-Premises
Security Pros & Cons
•
•
•
•
•
•
•
•

On Premises Pros:
All the systems are managed by known people
There is a clear vision of the architecture and all the building blocks are known
There is a direct control from ground up of all the stack
(from hardware platform to Virtualization to OS to Application)
Direct control of all the network and the access points to the network
On Premises Cons:
Complex to manage
Require an architecture design with Security in mind

Cloud Infrastructure
Security Pros & Cons
•
•
•
•
•
•
•

Pros:
Easy to Manage (No Hardware issues)
Easier design
Cons:
No clear blueprint design of the platform
No detail information on network and platform security
No certainty on where the data are/or could be

Cloud Saas
Security Pros & Cons
•
•
•
•
•
•
•
•
•
•
•

Pros:
Easy to Manage (No Hardware or Software issues)
Easier design
Fast implementation
Pay per usage no Infrastructure costs
Cons:
No clear blueprint design of the platform
No detail information on network and platform security
No certainty on where the data are/or could be
Data are accessible by the Saas provider
Who can access the data on the
Saas provider is unknown
• How the data are secured and separated from other
Saas user is unknown in detail

Data Protection

Data Protection
Laws
• Information privacy law or data protection laws
prohibit the disclosure or misuse of information about
private individuals.
• Over 80 countries and independent territories,
including nearly every country in Europe and many
in Latin America and the Caribbean, Asia, and Africa,
have now adopted comprehensive data protection laws.
The European Union has the General Data Protection
Regulation (GPDR), in force since May 25, 2018. Brazil is
implementing LGPD (August 2020).
• There is no Broad Data Protection Law, but there are
Law to protect data in specific sectors (Medical,
Financial, Legal) and some states start to implement
broad DPL (ie California enacted California Consumer
Privacy Act (CCPA)

Data Protection
Systems
• Data Masking
• Data masking, sometimes called data obfuscation is the process of
hiding original data using modified content. The main reason why
data masking is used is to hide sensitive data (personal data) stored
in proprietary databases.
• However, when masking data one shouldn’t forget that this data
has to remain usable for other corporate activities, for example, for
testing and (further) application development. Data masking is a very
useful tool when a company needs to give access to its database(s) to
outsource and third-party IT companies. When masking data it’s very
important to make it look and appear consistent so that hackers and
other malicious actors think that they’re dealing with genuine data.
• When masking data dynamically, data is obfuscated on the go as an
unauthorized database user will be trying to retrieve the data not
intended for that user.
• Real-time masking also means that data never leaves the production
database and, as a result, is less susceptible to security threats. Data
is never exposed to those access the database because the contents
are jumbled in real-time.
•
•
•
•
•
•

Data Masking Properties:
Integrates Transparently
No Complex Key Management
Not reversible
No Policy, Everyone Can Access the Data
Mainly used for Testing/pre production environment or for
Masked Data Reports

• Another situation where data masking may come in
very handy is to mitigate operators’ errors. Companies
usually trust their employees to make good and secure
decisions, however many breaches are a result of
operators’ errors. If data is masked the results of such
error is not so catastrophic. Also, one needs to bear in
mind that not all operations in databases need the use
of entirely real, accurate data.
• Data masking can be done either statically or
dynamically.
• Statically masking: when masking data statically
database administrators need to create a copy of
the original data and keep it somewhere safe and
replace it with a fake set of data. That is the content
of a database is duplicated into a test environment
and can be shared around third-party contractors
and others. As a result the data needing masking is
removed from the production database and moved
into the test database. However perfect it may seem
to work with third-party contractors using static data
masking, for applications needing real data from
production databases statically masked data may be a
big problem.

Tokenization

• Tokenization is the process of substituting a sensitive
data element with a non-sensitive equivalent, referred
to as a token, that has no extrinsic or exploitable
meaning or value. The token is a reference that maps
back to the sensitive data through a tokenization
system.
• The mapping from original data to a token uses
methods which render tokens infeasible to reverse in
the absence of the tokenization system.
• The tokenization system must be secured and
validated using security best practices applicable
to sensitive data protection, secure storage, audit,
authentication and authorization.
• The tokenization system provides data processing
applications with the authority and interfaces to
request tokens, or detokenize back to sensitive data.

• The security and risk reduction benefits of
tokenization require that the tokenization system
is logically isolated and segmented from data
processing systems and applications that previously
processed or stored sensitive data replaced by
tokens. Only the tokenization system can tokenize
data to create tokens, or detokenize back to redeem
sensitive data under strict security controls.
• The token generation method must be proven to
have the property that there is no feasible means
through direct attack, cryptanalysis, side channel
analysis, token mapping table exposure or brute force
techniques to reverse tokens back to live data.
• Replacing live data with tokens in systems is intended
to minimize exposure of sensitive data to those
applications, stores, people and processes, reducing
risk of compromise or accidental exposure and
unauthorized access to sensitive data.
• A small number of trusted applications are explicitly
permitted to detokenize when strictly necessary for
an approved business purpose.

• Tokenization systems may be operated in-house within
a secure isolated segment of the data center, or as a
service from a secure service provider.
• Tokenization may be used to safeguard sensitive
data involving, for example, bank accounts, financial
statements, medical records, criminal records,
driver's licenses, loan applications, stock trades,
voter registrations, and other types of personally
identifiable information (PII).
• Tokenization is often used in credit card processing.
The PCI Council defines tokenization as "a process by
which the primary account number (PAN) is replaced
with a surrogate value called a token.

Tokenization
Properties

Encryption

•
•
•
•

Reversible
Policy Controlled
Non transparent / Complex Integration
Non Searchable
Require Token Manager
• Require to Protect the real data
• Data still need to be protected (not suitable for
application where sensitive data are frequently
accessed i.e. Data Retention)

• Data encryption is a security method where
information is encrypted and can only be accessed or
decrypted by a user with the correct encryption key.
• Encrypted data appears unreadable to a person or
entity accessing without permission.
• Data Encryption is used to deter malicious or negligent
parties from accessing sensitive data.
• An important line of defense in a cybersecurity
architecture, encryption makes using intercepted data
as difficult as possible.
• It can be applied to all kinds of data protection needs
ranging from classified government intel to personal
credit card transactions.
• Data encryption software, also known as an encryption
algorithm or cipher, is used to develop an encryption
scheme which theoretically can only be broken with
large amounts of computing power.
• Encryption is often applied in two different forms, a
symmetric key or an asymmetric key.
• A symmetric key, or secret key, uses one key to both
encode and decode the information.
• This is best used for one to one sharing and smaller
data sets.
• Asymmetric, or public key cryptography, uses two linked
keys – one private and one public. The encryption key
is public and can be used by anyone to encrypt. The
opposite key is kept private and used to decrypt.

Encryption
Properties

•
•
•
•
•
•

Reversible
Policy Controlled
Secure
Not Searchable
Complex to Integrate
Require Key Management

Conclusion

• Data on-prem have a known set of vulnerabilities
• The cloud add to the on-prem vulnerabilities an
additional set of them
• Sensitive data (Privacy, security, etc) are potentially
more vulnerable on the cloud
• Sensitive data may not be fully compliant on Saas
services

Solutions
Ideal
solution:
FHE

Actual
solution:
PHE

• Homomorphic encryption is a form of encryption with an additional
evaluation capability for computing over encrypted data without
access to the secret key.
• The result of such a computation remains encrypted.
• Homomorphic refers to homomorphism in algebra: the encryption
and decryption functions can be thought of as homomorphisms
between plaintext and ciphertext spaces.
• Homomorphic encryption includes multiple types of encryption
schemes that can perform different classes of computations over
encrypted data.
• Some common types of homomorphic encryption are partially
homomorphic, somewhat homomorphic, leveled fully homomorphic,
and fully homomorphic encryption.

•
•
•
•
•

DRS-K allow the protection of the data in the “DB” via:
Encrypting the data that reside on the “DB”
Allow the “DB” to do searches (with limitation) on encrypted data
The “DB” will never have access to the clear data
Depending on the requirement for searches we can implement
different type of encryption
• Format-Preserving Encryption (Draft NIST-SP 800-38G)
• DRS-K PHE

DRS-K
Encryption
Types

FPE

• FPE (Format Preserving Encryption)
• Is an encryption that preserve the format of the original
field (ie a phone number 12 digit will generate a 12
digit number ciphertext)
• The encryption algorithm is a choice between DES or
AES-128
• This schema could be potentially really slow (specially
with AES) but provides a Hi level of security
• Allow the search for a fully encrypted string (search
for “FirstName”) no wildcard or grater or less than
operators

DRS-K PHE

(Pseudo Homomorphic Encryption)

• Is defined as Pseudo Homomorphic, because even
though it does not allow encrypted arithmetic data
operations.
• This flexibility in the data search phase is made
possible by the our proprietary implementation of the
encryption scheme, which is based on Spritz Stream
Cipher, 3DES, AES.
• It ensures selective access to the data by supporting
the use of multiple keys that can be associated with
one or more fields in the record, with the possibility
of partition the key also on dates, in order to have
multiple keys and increase security.
• It allow the possibility of performing equality searches
and partial matches (wildcard operators) the encrypted
data no greater or less than operations
• i.e. can search “FirstName” or “First*”

Solutions
Encryption
Process

• The Query Disassembler acquisition module receive the query in a
format that can be customized in order to simplify the integration to
the environment
• Can accept the same format that the “DB” on the other side is
accepting (to simplify the integration on an existing infrastructure) or
accepting a legacy format (to simplify the migration to a new service)
• The Query Disassembler then extracts the fields and information from
the query then for each field requests the relative encryption key to
the key manager
• Any kind of key manager can be used here to manage the keys (the
key manager require integration)
• If necessary, an authentication server/process can be integrated to the
chain of key request process
• Got the encryption keys the field’s values are encrypted inside the
Encryptor and the result is sent to the Query Reassembler
• The Query Reassembler puts together the new encrypted query
• The encrypted query is sent to be executed over the DB
• Query example:
• The original query:
• Select Name from UserData where LastName = “User”
• Become:
• Select Name from UserData where LastName = “U*#x”

Encryption
Process
Incoming Query

Field Values

Query
Disassembles

Request Keys for
Fields and Dates

Keys

Key
Manager

Encryptor

Any kind of Key Manager
can be integrated

Authentication
Server

Encripted
Query To DB

Encripted
Values

Reassembler
Query

Decryption
Process

• The Result Disassembler acquisition module receive the response from
the DB in the native DB format.
• The Result Disassembler gets the incoming Response and extracts the
fields and for each field requests the relative decryption key to the Key
Manager
• Any kind of key manager can be used here to manage the keys (the
key manager require integration)
• If is necessary, before the Key Manager returns the requested keys,
the user who sent the request can be authenticated by an Authentication Server
• Got the decryption keys the field’s values are decrypted inside the
Decryptor and the result is sent to the Result Reassembler
• The Result Reassembler puts together the new decrypted Result in a
customizable format
• Can return the same format that the “DB” on the other side sent (to
simplify the integration on an existing infrastructure) or return a legacy
format (to simplify the migration to a new service)
• The decrypted query is executed over the DB
• Query response example:
• The original response:
• Name
• =====
• rie9l
• 02jned
• Become:
• Name
• =====
• First
• Second
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Ingestion Encryption
Process Example
Incoming Query

Insert Into UserData (FirstName, LastName) VALUES
(‘NameA’, ‘LastA’, ‘NameB’, ‘LastB’)
Request Key for
FirstName and Last Name

First Name

Last Name

USXAS

EIR8s

89HN3

89HN3

Query
Disassembles

Insert Into UserData (FirstName, LastName) VALUES
(‘USXAS’, ‘EIR8s, ‘89HN3’, ‘0jdY3’)

NameA, Last A,
NameB, Last B

Keys

Encryptor

Key
Manager

‘USXAS’, ‘EIR8s,
‘89HN3’, ‘0jdY3’

Reassembler
Query

Query
Process Example
Incoming Query

FirstName
======
USXAS

Select FirstName from UserData
where LastName = “LastA”
Key Request for
“FirstName” field

First Name

Last Name

USXAS

EIR8s

89HN3

89HN3

Query
Disassembles

Select FirstName from UserData where
LastName = “EIR8s”

“NameA”

Keys

Encryptor

Key
Manager

“EIR8s”

Reassembler
Query

Query
Process Example (Cont)

Query
Result
FirstName
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Disassembles

USXAS
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